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The Impact of Artificial Intelligence on
National Security and the Countermeasures

Tsuey-Wen Chao

Adjunct Assistant Professor, School of Law, Soochow University

Abstract

Artificial intelligence (Al) is being used in more and more
industrial fields, including war weapons, national security intelli-
gence, and elections. The development of generative Al (Generative
Artificial Intelligence) technology has improved the efficiency of
people’s work and life. However, Al technology can also disrupt
the interpretation of information and influence people’s mindset.
Authoritarian regimes often use Al to consolidate their power. The
security, legal and moral issues brought by Al have raised public
concerns. For national security reason, Al has to be governed. It is
important to establish proper supervision protection mechanism to
ensure the safe and proper use of Al. This article considers the na-
tional security challenges brought by Al technology, and analyzes
its existing or foreseeable harms. In response to digital develop-
ment, the paper then discusses the governance norms or means by
referring to the EU experience. In order to establish a regulatory
policy for Al, while maintaining development innovation and secu-
rity maintenance, this paper also proposes some regulatory strate-
gies to mitigate Al’s impacts on national security.

Keywords: Artificial intelligence (Al), Generative Al, Information
Privacy, Free Speech, Fake News
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