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Abstract

As network technologies have rapidly developed, the infor-
mation available on the internet has become increasingly rich and
diverse, prompting nations to pay more attention to the collection
of open-source intelligence (OSINT) from the internet. The dis-
tinctions between the clear web, deep web, and dark web on the
internet have become more pronounced. This article discusses the
issue of proactively crawling data on the dark web. However, due
to the presence of many websites with duplicate content on the dark
web, which may have been set up for counterintelligence purpos-
es, it is crucial to pay special attention to the anonymity of one’s
identity when collecting data. Furthermore, the article introduces
three reference aspects for data verification and analysis to ensure
the accuracy and reliability of the acquired information. The ano-
nymity of the dark web also makes it a channel for whistleblowers
or disgruntled insiders to provide information to the outside world.
Therefore, establishing passive websites or posting on forums to
engage in passive contact has also become an important intelligence
collection method. In the process of collecting intelligence on the
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dark web, combining passive and active methods is crucial, while
also using technical tools to protect personal privacy and informa-
tion security. Through these methods, it is possible to effectively
collect intelligence on the dark web, obtain valuable information,
and ensure the safety of individuals and organizations. Finally, the
article provides a data collection process to help readers understand
the process and methods of collecting intelligence on the dark web.
These methods and techniques will help improve the efficiency and
accuracy of intelligence collection while protecting the information
security of individuals and organizations.

Keywords: Information Network, Intelligence Search, Personal
Information Leakage, Dark Web
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' Javier Pastor-Galindoa, Hong-An Sandlin, Félix Gémez Méarmola, Gérome
Bovetb, and Gregorio Martinez Péreza, “A Big Data Architecture for Early
Identification and Categorization of Dark Web Sites,” Future Generation
Computer Systems, Vol. 157, No. 2 (2024), pp. 67-81.
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Akl T 80,049 M FE UL AR S » AL T H R 90% AR - &
WHNARZL RERE  HA 6.1% WiELEE B It EH - HREHER
HTML R - 3850 5 a2 ECHM NS R EMNRIANE - &
KL ~ #5555~ carding HiBE ~ INEE®AITS - fEHER -
LT 14 EEEEH 13,946 H#E RS - 8 teiuhig RIS G
FEHEABML - JE RIS T RE A T2 S Y R A, -

L WERgRE Y R R

IR R R A = [ e TR EHE B by P PR L5

HEE - E e Ay S [ R IS R AV &R o K
A o SR A B = [ 58 - RLAYH Ahmia ~ Haystak
Torch » DuckDuckGo ~ Not Evil » DarkSearch 55 » {# f3E 8 =7 [
A DUSE i e = 8 1P A7 A B - SR mE A

' Javier Pastor-Galindoa, Héng—An Sandlin, Félix Gomez Marmola, Gérome
Bovetb, and Gregorio Martinez Péreza, “A Big Data Architecture for Early

Identification and Categorization of Dark Web Sites,” Future Generation
Computer Systems, Vol. 157, No. 5 (2024), pp. 67-81.
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&L o Rt v DUSHOE 2 &6 - WSS I RAEER - a0
o - NG FER

A LI L S R Y RS TP AR IR R R G HERS » A The
Hidden Wiki #43k ~ Tor Links #EuLSE » JEEEH A DIHE AV
FAGELT H ARG R Y SEER - B2 Hi i h S dm AR LS
&l 201 ProPublica 15 ~ DeepDotWeb #&ik ~ Dread forum #gi5

=~ BEpT AR E G

PR EE T3 PTLARE R et A e TR
BHERIEEE » Sl AGRE iﬂﬁéﬁiﬁilﬁlf@ﬂ’ﬂﬁf o {E LS
torsocks F2 Z A HETT shell FLE » AT EEEHT (Tor) M1 » 1638
KRR shell T#ﬂﬁﬁﬁ/?\]ﬂgaﬂz IP fi74ik » BUEHKF proxychains 35 5E Ky
HEZAE RS (Tor) #85% » FSHH proxychains K disb #g¥5 » w] DA
FERLATT -

$sudo apt install tor torsocks

$sudo systemctl start tor

$torsocks -p 9050 dirb https://target.onion
75

$sudo apt install tor torsocks proxychains
$sudo systemctl start tor

$socks5 127.0.0.1 9050

$proxychains disb https://target.onion
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RERI AT AR AT B HE © ALY clickjacking f& M

Jel e SRS I R T B - R R A AR A A U R T
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LEE%%&W%H@E@E@%@ELE’JTB? RT3 B [ B LA
G -
Y~ s AR R

FRA G RERTBE A4 1 » THAS BRI T 5 B2 SRR e A B
Fre eI EH - BUE BERRTHITEIR A B » DL any 5 Sk
Hl o B REHE (CIA) th{EmEE - 2ea ittt T N BRI
o CIA Ry B Mg HE By : ciadotgov4sjwlzihbbgxnqg3xiyrg7so2r20
31t5wz5ypkdsxyjstad.onion » Hfd EH A& 4 BdfE 5 - 15 "] it A &

® S5 CIA YRS 4EAILEAaLE
<http://ciadotgov4sjwlzihbbgxnqg3xiyrg7so2r2031tSwzSypk4sxyjstad.onion>.
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0 o da [] o
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Today'sCIA Careers Legacy Newsroom Library

Career Opportunites
Hiri

Student Programs

the Nation's

first line of
defense

4+ EEFRIERF (CIA) B EE

BRI -
<http://ciadotgov4sjwlzihbbgxnqg3xiyrg7so2r2031tSwzSypk4sxyjstad.onion>

' Ben Makuch, “The CIA Will Use its New Dark Web Site to Collect
Anonymous Tips,” Vice Media, May 8, 2019, <https://www.vice.com/en/
article/xwnyew/the-cia-will-use-its-new-dark-web-site-to-collect-anonymous-

tips>, fTEEVHHA © 2023 £ 10 H9 H -
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© ciadotgov4sjwlzihbbgrnqg3xiyrg7so2r203itswzSypkasyjstad onion

CIA CAREERS Working at CIA How We Hire Student Programs Browse Jobs Saved Jobs

You Must Submit Online via
MyLINK, While in the United
States

You must be physically within the United States or one of its
territories when you submit your resume via MyLINK. This is
for your safety and security.

While you may travel abroad for a short duration during the
hiring procs do not contact us while you are physically
outside of the United States or its territories. This includes by

hard copy mail, telephone, email, or internet.

You Must Be a U.S. Citizen
and at Least 18 Years of Age

You must be a UsS. citizen or a dual-national USS. citizen to
work at CIA. If you are in the process of becoming a U.S
citizen, you can submit your resume as soon as you are
awarded citizenship, but not before. We do not help
individuals apply for US. citizenship.

(2)

iyrg7s02r2031t5wz5ypkasxyjstad.oniony

CIA CAREERS Working at CIA How We Hire Student Programs Saved Jobs

Browse CIA Job

Pl
US. citizens (dual UsS. citizens also eligible)
MyLINK Submission At least 18 years of age
Willing to move to the Washington, DC area
Able to complete security and medical evaluations.

Note: Our hiring process can be lengthy. Express interest in up
to four jobs at once using our Saved Jobs feature.

(b)
thIRIEHSR (CIA) SRS T A 805

& K} 2K Y © <http:/ciadotgov4sjwlzihbbgxnqg3xiyrg7so2r2031t5wzSypk4sxyjstad.
onion>
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o HBREBITH
(—) B e B 2 2 S E S TR S BR

2022 -2 H 24 H - {5 BT #8831 (Vladimir Putin) £ [A]
PR M &= B AL T B A e B T RF USSR ATE 4 (special military
operation) * ¥ S Ta i #H 2 H AR BB R FKER LI
WM AR AT < — = 2RI~ BT R T B anpi H EHET T
e g O BE o AR AR - BRI P 2o B PE BT ik 55 U B8 (DDosS) 7
55 B T ESOAT A B 0 o e i 6 -+ R R AR S e B PR AR I T
17 5 (Lugansk) FIHHETE 2k 5 (Donetsk) FA#E R 1% L 32 R 755 8%
HrRET o RO B oSt R 2 B A T e - SEEIRTER BE R I
BERGNBEFESTEREHRE (GRU) » ERBHGRE - KIaH
B HLER (Kyiv) BLEE RIS TINE RLR (Kharkov) thHH B TS
FRETRYTE DL » MRS K RN Yz = - {ELf B2 A IR 52 S e
HA R HRR 25% BYEAHE © 7 RS 2 H 26 H - AL
PHELELIR (Vasylkiv) ATEL R i H SR SRR - (E1S-REER A sy
E S RS GigaTrans HiHR B KB » — FEIE B 4 70 7
FEHIAR DL o 2RI 3E LR AR G DI IR A My - BG5S - M
1£2 H 26 HE 3 H 10 HEIAKIMERFAE 8 BE] 6 e fIRY ]
(availability) » HRHEER > sl Ay A PR R ERE] 5 LA - 5848
BURHDR - EREE SRS R S Sa B RN S RE R R i
DREAERAH SR FERSENE - (T AR 2 A v R -

"7 Communications Security Establishment, Government of Canada, 2022.
Cyber Threat Bulletin: Cyber Threat Activity Related to the Russian Invasion
of Ukraine.
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ALk AL SRIRERI TRy - AE RS ~ KA ~ E B
HCENRRNEE - AR ARG R R LR -

CcC ® & oezronzbtheydpio2x64wzf: onion/en/2022/anon-service/war-in-ukraine-st:. & 6% ¢ O %

ANSN

English v . Q

sssssssssssssssssssss

War in Ukraine - stay in touch

In wars, the first casualty is always the truth, followed
immediately by restrictions on reporting via the Internet
... we try to help

& ByAnonleaks [ 25. February 2022, 17:29 Uhr

© NoComments | Lesezeit:3 Minuten

W

Dieser Post ist auch auf deutsch verfiighar lght  Dark

(a)

ORI - BRELET > (CCRE SR RERTRIES - KEIEERE - HlRe
SHEWEEFDEH) - (HEE THE REPORTER) - 2022/3/3 » <https://
www.twreporter.org/a/russia-ukraine-war-2022-information-warfare> °
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garcsvqa.onzon

Share and Collab — more tools from Anonymous

Share, accessible via https://share.anonleaks.net, allows
Ukrainians to share files in a fully encrypted way with
people here. Encryption and decryption is done
automatically during upload and download, the
necessary keys are only included in the link that is sent to
the recipient. Share is of course available in several
languages and as a hidden service. You can change the
language in the menu.

Share als hidden service

http: //. ireyxvj gl
yi345gyd..onion/

‘With Collab, ible via https://collab leaks.net,
international collaboration on shared spreadsheets, rich
text documents, etc. is possible. Collab documents are
fully encrypted, the keys are only available to those who
have the share link. In addition, it is possible to set up
teams, restrict access and password protect documents
separately. Share is of course available in several
languages and can also be used via Tor. You can change
the language at the bottom of the footer.

Never forget — our services are secure, anonymous and
free of charge.

Really anonymous Webspace / Server with DDoS
protection

And now one more message from our hosting provider gt oark

e o
7 : RGNS - LR L EEFHEE

BRI -
<http://oezronzbtheydpio2x64wzf2np6go2abdrtgprmgxh6xiémjnha6lxad.onion>

AR LT AR S e R 20 7 KIF - MBI E MRS - BR T
S RRE S e BT - WA RS R E A - RMEOTIA
BRI T T5E - AR SR 1A S e Bt 2 TAE U &R
FEZ RS - LUK — i BRI AR IS Sa BRI uG ([E 8) -
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C " justdire3e3Ist75szk7mp6y63ex7seociiyeyddpj3orzjl 7ejoieyd.onion/search/ukraine bk O 3

Just Onion ukraine

ukraine

The #1 BlackHat Hackers Hub
http://ghostvp..drid.onion/?ref=sjustdirs

Gh@51R34v3r provides a large number of services,
social networks hacking, spying devices, crypto
accounts recovery, websites or servers defacing,
database dumping, dedicated virus and ransomware
and much more

8 : FEMtET T  vU B T A TAR A B AV L&A H A GhO57R34v3r

ERFARJR ¢ <http:/justdire3e31st75szk Tmp6y63exTseociiyeyddpj3orzjl7ejoieyd.
onion>
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3lozjjaeqd.onion

Fuck Ukraine!

dEL I3 E T

Download and watch offline

This President's address to the nation was deleted from Youtube to protect the freedom of speech. Last days any
pro-russian opinion was banned and removed from the US networks. Millions have lost their access to major
social platforms. If you, my friend, are too far from Ukraine to fuck it in person, you can create simple DarkNet

site, like this.

(2)

3lozjjaeqd.onion|

How else can you fuck Ukraine?

| O

Please copy and paste following text into your blog, or webpage. Publish in social networks. Why? Click on the
links and see why.

Free internet for Ukrainian people. No censorship. Use Tor Browser to access.

Voice of America:

http://cT7tk4f2k onion
Radio Free Europe | RFERL

htto://qriczg2uufte 2pmx4pfkjdtkr665pi22ctg: id.onion
BBC News /ukraine

hitp: ji 17 id.onion
"Pravda" Ukraine.

_http://7ppwdmgglit5 yjvoalx2irgb. b, I onion

Danger! Russian soldier is training his cat.

Keeping an eye on the situation

0 : A5 R R B I R oG

jjaeqd.onion/>
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FE B ] CUEWIE] 2022 43 H < 35 3 HERE R " AL
(Cluster Alpha) ~ " fi$i; B EME | (Cluster Bravo) ~ Bl " ABEE[HE] |
(Cluster Charlie) Pl g A5 (2023 -3 H — 2023 -8 H )
i #5 36 HE By 5% %5 FH %% BackdoorDiplomacy * REF5961 ~ Worok Fll
TA428 K2 EEREH —ERE ERIAENE b s (2023 4
3 H) HIEEZZ AR Unfading Sea Haze H1L[AES 5 BREHLEEH
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#E 1 (Group Earth Longzhi) /5 B8 - *'

BackdoorDiplomacy 52 — 1l 47 [ APT £ » * H 2010 £ 2
T FESERIN RS WA RIRIBUM RS - HEIEET
R TR RIS ¥R 22 - BackdoorDiplomacy BB F3iEMLHE « (1)
Supply chain attacks : BCEHEESEHEY/NAE - DUEHEA HEEW
SR# o (2)Living-off-the-land : 5 FIBIEBRIEE IR LA - e
FIEEEE © (3)Custom malware : {5 Fl 17 B %8 B R KRS - (4)
Advanced reconnaissance : {5 FHAERSHIRTEREGNT - a8 HARRHENY
Bl o
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*' “Chinese State-Backed Cyber Espionage Targets Southeast Asian
Government,” The Hacker News, June 5, 2024, <https://thechackernews.
com/2024/06/chinese-state-backed-cyber-espionage.html>.
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