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Abstract
Although the Money Laundering Control Act and the Terror-

ism Financing Prevention Act can be applied for fighting terror-
ism-financing crime, this sort of crime is not only the violation of
the substantial legal benefit or the transfer of property but also new-
ly-emerged financial terrorism, which is conducted via the internet
financial system. Those entities, which the terrorists do not target
directly, can not prevent themselves from the damages and dangers
caused by the financial terrorism, and as a result, the terrorists can
transfer their properties and earn the illegal interest. Nowadays,
financial terrorism has been the new tendency and trends of the
terrorist; meanwhile, their motives, behaviors, and consequences
have been decentralized. The causality is vague and the relationship
between the criminals and victims may be transnational, or even
victimless. Examining the correlation between financial terrorism

and e-finance crimes is the question of this research. Further, the
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framework is as below: describing the interaction between the in-
ternet, the finance, and terrorism crime is the first part. Secondly,
this research will elaborate on why the fighting against terrorism fi-
nancing is far beyond the regions of the criminal law and criminol-
ogy but is involved in the cooperation of law enforcement, global
governance, and security strategy. Thirdly, this research will argue
the fighting against terrorism financing as the premise of countering
financial terrorism. The investigation of the “Avalanche” botnet is a
good example of this argument. The Ministry of Justice, the author-
ity of the Terrorism Financing Prevention Act, designates the sanc-
tion list according to the report of the Investigation Bureau (MJIB),
and cooperates with other 31 countries, inclusive of the United
States and the European Police Office, to solve the case. This ex-
ample not only shows the relation created by the e-finance between
financial terrorism and terrorism financing but also manifests the
necessary legal praxis approach from fighting terrorism financing

by law enforcement cooperation.

Keywords: Terrorism Financing Prevention Act, financial terrorism,
“Avalanche” botnet cybercrime, law enforcement coop-
eration
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Michael L. Burgoyne, “The Effectiveness of Counterinsurgency Principles
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against Criminal Insurgency: the Right Tool for the Job,” Small Wars Journal,
(February 11, 2012), pp. 2-3.

Nick Ridely, “Analyse This (and That): a Consideration of the International
Role of Analysis,” in Steven David Brown ed., Combating International

2

Crime: the Longer Arm of the Law (London and New York: Routledge-
Cavendish, 2008), pp. 212-213.

3 United States Department of State, The Global Coalition to Defeat ISIL,
September 10, 2014, <http://www.state.gov/s/seci/index.htm> (2018 4 11 H
23 H&EH ) .
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* Patrick Hoover and Omar Kebbe, “After Ragqa: the Next Jihadist Stronghold
in Syria,” Terrorism Monitor, Volume 15, Issue 18, September 22, 2017,
<https://jamestown.org/program/after-raqqa-the-next-jihadist-stronghold-in-

syria/>(2018 4E 11 H 23 H#&EH ).
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* Scott Moore, “The Basics of Counterinsurgency,” Small War Journal, 2007,
pp. 2-3, <http://smallwarsjournal.com/documents/moorecoinpaper.pdf> (2018
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° Frank G. Madsen, Transnational Organized Crime, (New York: Routledge
Global Institutions, 2009), p. 104.

7 Jay S. Albanese, “Choosing a Micro or Macro Perspective for Understanding
Organized Crime: the Contributions of Ernesto Savona,” in S. Caneppele,
F. Calderoni eds., Organized Crime, Corruption and Crime Prevention
(Switzerland: Springer International Publishing, 2014), p. 265.
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¥ Gabriel Weimann, “New Terrorism and New Media,” Research Series, Vol.
2, May 12, 2014, p. 4, <https://www.wilsoncenter.org/sites/default/files/new
terrorism_v3 1.pdf> (2018 4F 11 H 23 H&H) ).
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’ Rob McCusker, “Transnational Organized Cyber Crime: Distinguishing
Threat from Reality,” Crime, Law and Social Change, Vol. 46, No. 4-5
(December 2006), pp. 258-262.

' Moisés Naim, “Mafia State: Organized Crime Take Office,” Foreign Affairs,
Vol. 91, No. 3 (May/June 2012), p. 109.

""" Jeanne Giraldo and Harold Trinkunas, “Transnational Crime,” in Alan Collins
eds. Contemporary Security Studies (Oxford: Oxford University Press, 2010),
p-431.
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"> Paul Staniland, “Wither ISIS? Insights from Insurgent Response to
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European Journal on Criminal Policy and Research, Vol.10, No. 1 (March,
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