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Abstract
As the number of Open Source Intelligence (OSINT) chan-

nels in the public domain increases, and with the popularity and
rapid development of digital information, the internet, and big data
technologies, national security intelligence work practices have ex-
panded from traditional secret intelligence methods to the OSINT
domain. This paper focuses on the use of OSINT and its processing
methods and uses five recent cases related to Taiwan Strait secu-
rity and PRC military threats as in-depth examples to explore the
applicability and limitations of OSINT. Through a comprehensive
study of literature and practical experience, the effective acquisition
of OSINT has become a key focus of national security intelligence
work. However, the research also found that although OSINT can
provide timely and advantageous clues to intelligence workers
about the target and issues, if a deeper understanding of dynamic

details is desired, there are still blind spots that require assistance
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from other intelligence methods. To produce and serve intelligence
products and services to users objectively and accurately, the oper-
ation of OSINT and secret intelligence should be complementary
to each other, to effectively perform early warning and trend judg-
ment functions, and then timely respond to and risk control, crisis
handling, to make national security work more comprehensive and

better.

Keywords: Open Source Intelligence (OSINT), Secret Intelligence,
National Security, Intelligence Analysis, People’s Liber-
ation Army (PLA)
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' Robert M. Clark, Intelligence Collection (Washington DC: CQ Press, 2013), p.
13.
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Robert D. Steele, “National Intelligence and Open Source: from School House
to White House,” American Intelligence Journal, Vol. 14, No. 2 (Spring/
Summer, 1993), pp. 29-32.

Robert D. Steele and Mark M. Lowenthal, “Open Source Intelligence: Private
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Florian Schaurer and Jan Storger, “The Evolution of Open Source Intelligence
(OSINT),” Intelligencer: Journal of U.S. Intelligence Studies, Vol. 19, No. 3
(Winter/Spring 2013), pp. 53-56.

Intelligence Community Directive Number 301, National Open Source
Enterprise, July 11, 2006, <https://irp.fas.org/dni/icd/icd-301.pdf>.

° “National Defense Authorization Act for Fiscal Year 2006,”, Sec. 931, <https://
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' Headquarters Department of the Army, “Army Field Manual FM 2-0:
Intelligence,” FAS Intelligence Resource Program, March 23, 2010, <https://
irp.fas.org/doddir/army/fm2-0.pdf>.

"' “NATO OSINT Handbook,” Internet Archive, November, 2001, <https://

archive.org/details/NATOOSINTHandbookV1.2/mode/2up>.

Heather J. Williams and Ilana Blum, Defining Second Generation Open Source
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" E. Ben Benavides, Targeting Tomorrow'’s Terrorist Today (T4): Through Open
Source Intelligence, February 2009, <http://wikileaks.wikimee.info/gifiles/
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" “National Security Agency Mission,” National Security Agency/Central
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