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Abstract

Whistleblowing refers to the intentional disclosure of infor-
mation about an agent or entity’s suspected illegal or unethical
conduct. Some states have enacted laws to protect whistleblowers,
for whistleblowing can enhance transparency and accountability
as well as improve corporate governance. However, when it comes
to whistleblowing national security or intelligence affairs, almost
all countries have imposed restrictions. The United States did not
enact the Intelligence Community Whistleblower Protection Act
(ICWPA) until 1998. However, the law only specifies the proce-
dures for whistleblowing, but no provision for protection. Later,
the promulgation of laws and regulations gradually strengthened
the protection of employees and contractors who want to make a
lawful disclosure. According to practical experiences, those who
disclose information to the press are often indicted for violating the

Espionage Act or Intelligence Identities Protection Act. For internal
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whistleblowers, despite the ICWPA’s promise of protection, they
may still suffered from retaliation, such as unfair personnel action,
revocation of security clearance, internal criminal investigation,
house being raided, and loss of employment. The media remains a
valuable channel to intelligence whistleblowers. However, to func-
tion as a watchdog, journalists have to balance between national
security and press freedom, and avoid indiscriminate, mass leaks
of classified information, or disclosure of intelligence source or the

identity of an intelligence officer.

Keywords: Intelligence Community Whistleblower Protection
Act, Espionage Act, Intelligence Authorization Act,
Inspector General of the Intelligence Community, Office
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Fo (ERsER) ~ (EERIHEENE ) WREERS - SR ETEST - B
FHEBFS AR & - 1972 FAth e (FERIHEEHR ) CH(LEZE (Bob
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AT KFIZEH: | (Watergate scandal) 2 5 & » {H EH 2 2005 T2 B A
HIH O E TR -

* Jeremy Herb and Manu Raju, “House of Representatives Impeaches President

-6-



Security and Intelligence Studies, Vol. 4, No. 1. January 2021

BRI EE L EE T B E S5 E L (Office of
Intelligence and Analysis) Hij /&) £ %% JE (Brian Murphy) /2 2020
9 H 8 HnlBd T 2 a2 L IE =R H G - B35 B 258

"3 A EHEAE 5 (censor or manipulate) [EHGERIBIEHIY - Ky
8 2 2R BB RAIR B K (Chad Wolf) K EIFREFE#F AT (Ken
Cuccinelli) FH&AE 5 HAIT 7 H R RE SR AR A b 0 B 56 B 5 22
MR » AR EHEIRIEIE - N2 RRE Bl 2 i £ B T me R h
MIGEA « SEJFEFRH - IREFR IR - 382K H HE B R L AR
B3 I8 (Robert O Brien) FYFER » * MEAR = BR 7 7 2B JERVER
2 HIEE T IEHREGEME J (politicization of intelligence) FUFEFEES
RAGHF NS BIFRIIE SR -

911 ZAiB B LIt » S5 B 5% Bl 2 BRI ZL 8k 5+ (Global War on
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Donald Trump,” CNN, December 19, 2019, retrieved on 3 October 2020 via
<https://edition.cnn.com/2019/12/18/politics/house-impeachment-vote/index.
html>; Jeremy Herb, “Trump Acquitted at End of Months Long Impeachment
Process, Found Not Guilty of Two Articles,” CNN, February 5, 2020, retrieved
on 3 October 2020 via <https://edition.cnn.com/2020/02/05/politics/senate-
impeachment-trial-vote-acquittal/index.html>.

Benjamin Siegel, Josh Margolin, and Lucien Bruggeman, “Whistleblower
Details Alleged Politicization of Intelligence at DHS,” ABC News, September
10, 2020, retrieved on 5 November 2020 via <https://abcnews.go.com/
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* ##5[H Candice Delmas, “The Ethics of Government Whistleblowing,” Social
Theory and Practice, Vol. 41, No. 1 (2015), p. 80.
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° David Pozen, “Edward Snowden, National Security Whistleblowing and

Civil Disobedience,” Lawfare, March 26, 2019, retrieved on 10 October
2020 via <https://www.lawfareblog.com/edward-snowden-national-security-
whistleblowing-and-civil-disobedience#>.

Kaeten Mistry and Hannah Gurman, Whistleblowing Nation: The History

of National Security Disclosures and the Cult of State Secrecy (New York:

Columbia University Press, 2020), p. 1.

* David E. Pozen, “CODA: Edward Snowden, National Security
Whistleblowing, and Civil Disobedience,” in Kaeten Mistry and Hannah
Gurman, eds., Whistleblowing Nation: The History of National Security
Disclosures and the Cult of State Secrecy (New York: Columbia University
Press, 2020), p. 327.
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and Practice, Vol. 41, No. 1 (2015), pp. 83-96.
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o 41 i 1B & 3 i 1978 4 (B 22 K7L ) (Inspector General Act of
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" Ibid., p. 409.

"> Robert G. Vaughn, The Successes and Failures of Whistleblower Laws
(Northampton, MA: Edward Elgar Publishing, 2012), p. 72.

" Stephen Coleman Tily, “National Security Whistleblowing vs. Dodd-Frank
Whistleblowing: Finding a Balance and a Mechanism to Encourage National
Security Whistleblowers,” Brooklyn Law Review, Vol. 80, Issue 3 (2015), pp.
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* Frederick H. Fleitz, “Should Congress Provide Safe Harbor to
Intelligence Whistleblowers?” International Journal of Intelligence and
CounterlIntelligence, Vol. 29, No. 3 (2016), pp. 516, 518-519.
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Handbook of Security, Risk and Intelligence (London: Palgrave Macmillan,
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“ Stephen Coleman Tily, “National Security Whistleblowing vs. Dodd-Frank
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