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Abstract

This article investigates the competition of digital hegemony
between the US and China via the approach of Security Studies in
the discipline of International Relations (IR). Traditional Security
Studies, either power maximizer or security maximizer, devise a se-
curity policy in response to the assessment of an adversary’s mate-
rial power. Although the US and Taiwan argued that China has pre-
sented a threat via the use of cyber espionage and the leverage of its
ICT enterprises, such as Huawei and ZTE, there are still challenges,
which limit the capacity of scholars to explain how China’s cyber-
power can be measured. First, the so-called “borderless” nature of
cyberspace is incompatible with traditional IR theories based on
national borders. Furthermore, a country’s capacity for cyberpower
cannot be quantified as the same way as number of fighters or sub-
marines. Besides, the anonymity on the Internet also presented an
epistemological challenge that inhibits the timely attribution of at-

tackers by the national security authority. Hence, this study argues

_36-



Security and Intelligence Studies, Vol. 3, No. 2. July 2020

that the perception of cyberpower is possible only if our conceptual
understanding of cyberspace is based on the knowledge from com-
puter science. This article further explains what cyber dynamics be-
tween the US and China are and how their implications and mean-
ings can affect Taiwan’s policy-making.

Keywords: Sino-US Relations, Cybersecurity, Digital Hegemony,

International Relations Theories, Gramscian Hegemony
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BIRIMERS S8 - ' HAR 2008 fERF - EEENT DUE SR TEIN AGIE
A HFIEIIE 75 (Georgia) * i BLEEFERE (South Ossetia) Sz Pl Filts 4k
(Abkhazia) ¥ IGIH L GV BT - AR GRS EE B &
Z 5B BHZE B (DDoS) » G R 2 A FLAERF IR AR - * 2010
Ry S — A R R Ry DLt R S S E 3 R A R
(Stuxnet) i am 3% SR AMEEIIEE T HIIH X (Natanz)
Bt P BRAE S - SR SR R 0+ FHAL AL o 38 ey
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' Otto Kreisher, “Risk to One Is Risk to All,” Sea Power 50, No. 12 (2007): 62.

Steven Bucci, P, “A Most Dangerous Link,” US Naval Institute Proceedings

Vol. 135, No. 10 (2009).

K. Zetter, Countdown to Zero Day: Stuxnet and the Launch of the World's

First Digital Weapon (New York, US: Crow Publishing Group, 2014).

* William J. Broad and David E Sanger, “U.S. Strategy to Hobble North Korea
Was Hidden in Plain Sight,” New York Times, 14 March 2017.

_38-



Security and Intelligence Studies, Vol. 3, No. 2. July 2020
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Fo o TR RCREER LAY L B LER] L (e
S—REZE[] , o ° & 5i#% (Johan Eriksson) & B A3 (Giampiero
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IEEAEI R s - R e B R R, T AL S
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[ B SO IR S 2 » E S B sl Al 5% SRR 5 B 5
HIFERERS « ° B MBI A E 41 (Anonymity) SR B

i R A s iR R4S B Uit ] 288 Hon-min Yau, “Explaining
Taiwan’s Cybersecurity Policy Prior to 2016: Effects of Norms and Identities,”
Issues & Studies, Vol. 54, No. 2 (2018); “A Critical Strategy for Taiwan’s
Cybersecurity: A Perspective from Critical Security Studies,” Journal of Cyber
Policy (2019).

® J§ = B : "Traditional international relations theory is anchored ... in the

physical venues ... , Cyberspace is yet another arena." 5 ., Nazli Choucri,

Cyberpolitics in International Relations (Cambridge MA: MIT Press, 2012).

J& 32 B :"[IR] theory and practice [for digital policy] on this matter are

so distinct that they hardly ever inform each other." &5 4, Johan Eriksson

and Giampiero Giacomello, “The Information Revolution, Security, and

International Relations: (Ir) Relevant Theory?,” International political science

review , Vol. 27, No. 3 (2006) , p. 236.

JRSZ B © ... the technical and even tactical literature on cyber is as abundant as

the strategic theoretical treatment is both thin and poor." Colin S Gray, Making

Strategic Sense of Cyber Power: Why the Sky Is Not Falling (Pennsylvania,
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U.S.: Strategic Studies Institute, US Army War College, 2013), p.iii.

’ Hans J. Morgenthau and Kenneth W. Thompson, Politics among Nations : The
Struggle for Power and Peace, 7th ed. (Maidenhead: McGraw-Hill Education,
2005).

' Marie Baezner, “Cybersecurity in Sino-American Relations,” CSS Analyses in
Security Policy, April 2018.

UOIDERE o (IDEARTARE 104 5 23 #) o &db IR 0 2015 4

_40-



Security and Intelligence Studies, Vol. 3, No. 2. July 2020

LB RREERRLER I (5 2 B K RE 61398 HkxHY 5 % - L
e 2015 FRERE LB N FEE R (Office of Personnel Management

OPM) # B KEES & AT AR - 7 15 2019 £ 5 H 15 H
BB R A — 2 B AR TR B R R B AR R 3 Ty Bl G IR A
] (Huawei) 5 H: 68 KB~ AIIAE Z) BA B - hEIKRER
VLA 2019 5 5 H 31 HEARKHET " AN FEERE R ) S -
R3S BRI R B A 22 Y T - DR AR BB B IR G
B (Tech Cold War) » " I EREIBRTA 2014 FE0FHH S S8 LA AR
TP RIRESBUE L - BBl B AR % 2k H R
1M H 2016 LIRS E SR " &L % ) 55 - AL
FEA 2015 F B2 R L AEEREE LR - 72016 O IR & L

H 383 - Google, https://www.google.cn/press/new-approach-to-china/update.

html1(2020/05/21 ) ).

Department of Justice, “U.S. Charges Five Chinese Military Hackers for

Cyber Espionage against U.S. Corporations and a Labor Organization for

Commercial Advantage,” Department of Justice, https://www.justice.gov/
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Meng Jing, “Will Trump’ s Assault on Huawei Create a Digital Iron

Curtain?,”  South China Morning Post, 26 May 2019.

Michael Gold and J.R Wu, “Taiwan Seeks Stronger Cyber Security Ties with

U.S. To Counter China Threat,” Reuters, 30 May 2015.
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' China Post, “Cabinet Forms Department for Cyber Security,” China Post, 2
August 2016.

" MOFA, “Ministry of National Defense Launches New Cybersecurity
Command,” Taiwan Today, https://taiwantoday.tw/news.php?unit=2,6,10,15,1
8&post=117794.(2020/05/21 # ] )

* C. Clark, The Changing Dynamics of the Relations among China, Taiwan, and
the United States (Newcastle upon Tyne, UK: Cambridge Scholars Publisher,
2011), 10-29.

4D



Security and Intelligence Studies, Vol. 3, No. 2. July 2020

REJTHIME SRR o bR+ 18, Mk 2 E AU E RS A
El NG » K] A B i S Fh AR B am AU B T B AE T

(Cyberpower) — &l & B Ew Sk - HAETEEAHEHE - HHFF (Tim
Jordan) 7E FEMH B8 HE 7 Ry #50 AR % 22 S AL e BB TR BRI AE T

M — A A Ry =g R - A FrREBEERIRES T ~ SEHIRIRE
JIR Rt SR P RIRE ST 5 ! fIARIFFEE B AR A s 22 (5
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' T. Jordan, Cyberpower: An Introduction to the Politics of Cyberspace (Oxford,
UK: Taylor & Francis, 2002), p. 4.

** Daniel T. Kuehl, “From Cyberspace to Cyberpower: Define the Problem,”
in Franklin D Kramer, Stuart H Starr, and Larry K Wentz, Cyberpower and
National Security (Washington, DC, US: Potomac Books, Inc., 2009), pp. 41-42.

* Stuart H. Starr, “Toward a Preliminary Theory of Cyberpower,” in ibid., 46.

** Joseph S. Nye,“Cyber Power,” (MA, US: Belfer Center for Science and
International Affairs, 2010).
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D.J. Betz and T. Stevens, Cyberspace and the State: Toward a Strategy for
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Henri Goverde and Howard H Lentner, Power in Contemporary Politics:
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Characteristics,” The Journal of Strategic Studies 33, No. 4 (2010); Emily O
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* Jon R Lindsay, “Stuxnet and the Limits of Cyber Warfare,” Security Studies
Vol. 22, No. 3 (2013); Adam P Liff, “Cyberwar: A New ‘Absolute Weapon’?
The Proliferation of Cyberwarfare Capabilities and Interstate War,” Journal of
Strategic Studies , Vol. 35, No. 3 (2012).

** James Der Derian, “The Question of Information Technology in International
Relations,” Millennium , Vol. 32, No. 3 (2003).

*' M.D. Cavelty, Cyber-Security and Threat Politics: Us Efforts to Secure the
Information Age (Oxford, UK: Taylor & Francis, 2007).

> Lene Hansen and Helen Nissenbaum, “Digital Disaster, Cyber Security, and the
Copenhagen School,” International Studies Quarterly Vol. 53, No. 4 (2009).
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Needs to Know? (Oxford, UK: Oxford University Press, 2014), p. 68.
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* Evgeny Morozov, “Cyber—Scare: The Exaggerated Fears over Digital
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* Hon-min Yau ( #k 7% & ), “Evolution of cyber policy,” Strategic Vision for
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